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Connect Care Provider Portal Privacy and Security 
Self-Assessment and Certification (Self-Assessment) 
Alberta Health Services (AHS) takes the privacy and security of our clinical information systems 
(CIS) including Connect Care very seriously. The purpose of this Self-Assessment is to provide AHS 
with a certification by the Lead Custodian on behalf of all users at the Clinic that all of them have 
considered, understood and promoted the privacy and security risk mitigations necessary to access 
and use the Connect Care Provider Portal (CCPP). AHS relies on its InfoCare behaviours to help 
provide a clear set of expectations for those working in and around AHS personal, health and 
business information. These are outlined in AHS’ Privacy Protection and Information Access Policy, 
following ‘Self-Assessment Certification’ on pg 5.  

Connect Care is a provincial clinical information system which is under the custodial care of AHS. 
As a Custodian under the Health Information Act (HIA), AHS has duty to confirm CCPP users have 
taken reasonable steps to safeguard privacy. 

Approach: 
Completion of this Self-Assessment is a requirement of the CCPP Access Agreement that 
Custodians at the Clinic are required to sign prior to their access being granted to the CCPP. 
The Lead Custodian must complete the following Self-Assessment on behalf of those 
Custodians. In order for these Custodians and Authorized Staff at the Clinic to be granted access 
to CCPP, all questions in all six (6) sections must have “yes” as a response. Any negative answer 
will result in access being denied.  

Validation and Review: 
The Lead Custodian must submit the completed Self-Assessment to AHS. Once received by  
AHS, the responses provided for all six sections will be reviewed to ensure the Clinic meets the 
requirements for access to the CCPP. AHS requires all questions to be answered “yes” for the 
access to be granted to CCPP. 

Suspension or Termination of Access: 
AHS reserves the right to terminate or suspend access immediately to CCPP in any or all of the 
following circumstances:  

• A breach of the CCPP Access Agreement
• A breach of privacy legislation
• If incorrect or misleading information was provided in the Self-Assessment or any

other documentation required by AHS

Termination or suspension may apply to an entire Clinic or specific user depending on the specific 
circumstance.  In the case of a breach caused by users at a Clinic that had adequate controls in 
place, AHS will assess any required improvements to the security and privacy controls for the 
Clinic prior to any reinstatement. In those cases, consideration regarding termination or 
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suspension of access will be made on a case-by-case basis. 
 
Scored Requirements: 
Each question in the following six sections is scored individually with either a yes or no as a 
response. Please note that a response of “no” to any question means that the Clinic is not CCPP 
ready and the Lead Custodian should not submit the Self-Assessment unless and until all the 
questions are answered as “yes”. 
 
Note – If a Clinic has begun implementation of the control or has implemented the control with 
known gaps, the response is still ‘no’.  The Clinic is required to address the gap and implement 
the control fully before submitting the Self-Assessment. 
 
The Lead Custodian is certifying if the Clinic achieves the intended control based on their 
knowledge of the people, processes, and technology in place at their Clinic.  

Scoring Guidelines: 
The following scale can be used to guide the Clinic 

• NO = the Clinic has not thought of the control and has not implemented anything 
• YES = the Clinic has implemented the control fully 

 
Section 1 

 
The Lead Custodian confirms, certifies and asserts on behalf of the Clinic and for the purposes 
of all of the work environments in which health services are provided (including remote access) 
that: 
 

#          Question   Yes/ No 
1 A Privacy Impact Assessment that reflects HIA requirements 

(including any recent amendments) and  the Clinic’s current 
operations has been submitted to and accepted by the Office of the 
Information and Privacy Commissioner 

 

2 All computers and devices used by the Clinic staff (in the 
Clinic/vendor managed or remote) are kept up-to-date for security 
patches in accordance with the clinic’s patching process. (Note: For 
vendor supported systems, it is advisable to adhere with the 
vendor’s patch management process) 

 

3 All computers and devices used by the Clinic staff (in the Clinic or 
remote) are reasonably protected by anti-malware 
measures/controls 

 

4 All computers and devices used by the Clinic staff (in the Clinic or 
remote) that store Health or Personal Information are protected by 
disk encryption in accordance with recognized industry best 
practice to the extent that disk encryption is reasonable or practical 
under the circumstances. If disk encryption is not reasonable or 
practical, then the Clinic must be able to demonstrate it uses an 
alternative method of security having an equivalent level of 
protection as disk encryption, such as restricting the ability to 
download or save information on computers and devices that 
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access CCPP 
5 All users that will access CCPP have been provided with the 

Clinic’s security and privacy awareness training and are required to 
take such training on at least an annual basis (or such frequency as 
AHS determines is required from time to time) 

 

6 All users that will access CCPP will be required to take the AHS 
InfoCare On Our Best Behavior course before getting access to the 
CCPP  

 

 
Section 2 
 
The Clinic has developed and implemented a plan to promote and protect AHS principles 
around the protection and use of Health Information individually and with those in its employ or 
under contract for services, including: 

 
# Question Yes/No 
7 Act on Need: The Clinic has implemented  practices that 

demonstrate the importance of protecting and using Health and 
Personal Information only when needed to conduct a role. These 
practices must be followed while using the Clinic devices and while 
working remotely 

 

8 Consider Purpose: The Clinic has implemented practices that ensure 
individuals only use Health Information for the provision of health 
services and this is the sole purpose for the collecting and providing 
access to Health Information at the Clinic 

 

9 Disclosure Mindfully: The Clinic has implemented practices that 
ensure the disclosure of any information obtained through the CCPP 
is in accordance with obligations under the HIA 

 

Section 3: 
 
The Clinic must have implemented a password standard or biometrics that aligns or is consistent 
with the protections established by the AHS principles for safeguarding information on all 
computers and mobile devices.  In addition to the requirements set out in to Section 1 for ensuring 
malware protection software is running on all devices, the Clinic must have implemented controls 
to ensure the following: 

 
# Question Yes/No 

10 Protection of the devices used by the Clinic staff from theft and 
accidental disclosure of information 

 

11 Protection of the passwords and login information required for any 
fob or other authentication device provided by AHS, and any 
accounts provided to the Clinic by AHS 

 

12 Implementation of a biometric password (or) a password standard 
that includes minimum password length, expiration, password 
complexity and history 
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Section 4: 

AHS does not permit access to the CCPP by users who access Health Information for reasons 
that are not related to the assigned role for which they were provided access. AHS conducts 
proactive audits and other auditing of the CCPP to review whether users have accessed Health 
Information in a manner that is inconsistent with their assigned CCPP roles. The Clinic must 
implement controls to ensure the following: 

# Question Yes/No 
13 Accounts are not shared between users 
14 Clinic users do not “snoop” through patient information and only use 

the system to access information required to do their jobs  
15 The Clinic has implemented policies to discipline any users found to 

be in breach of these requirements 

Section 5: 

Security and privacy controls are unable to help detect or stop a privacy or security breach if the 
systems are not managed and reviewed on a continuous basis to look for issues requiring 
attention. The Clinic should therefore develop and implement a plan to perform the following: 

# Question Yes/No 
  16 Regular reviews of all computers, servers, wired & wireless network 

infrastructure and are performed to look for any issues that could 
indicate a potential or actual privacy or security breach 

17 Software installations may require the use of 
privileged/administrative accounts; such accounts are tightly 
controlled (recommended practice is to have 
priviledge/administrative accounts separate from the regular user 
accounts) 

18 Ensure access to applications and networks is centrally managed 

Section 6: 

Even with a proper set of privacy and security controls, a privacy or security breach can occur 
in the Clinic. The Lead Custodian must develop a plan to manage suspected breaches. This 
plan must include: 

# Question Yes/No 
19 Notifying AHS if suspected incidents/breaches relating to the use of 

ConnectCare 
20 Cooperating and assisting with AHS during internal investigations 

as required 
21 Assisting AHS with resolution and recommendations arising from 

investigations 
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Self-Assessment Certification: 
 
 
I,  ______________(Lead Custodian), a  
 
_______________________________________ (describe role in the Clinic/relationship to the  
 
Clinic) of the __________________________________ (insert  legal  name  of Clinic) (Clinic)  
 
do hereby represent, warrant, agree and certify the following: 

 
1. I am a Custodian as such term is defined under the Health Information Act (Alberta) (HIA). 

 
2. I am duly authorized to represent the Clinic for the purposes of this Connect Care Provider 

Portal (CCPP) Privacy and Security Self-Assessment and Certification (Self-
Assessment). 

 
3. I agree and acknowledge that Alberta Health Services (AHS) is relying on the information 

provided by me in this Self-Assessment for the purposes of granting the users at the Clinic 
access to the CCPP. 

 
4. I agree and acknowledge that AHS reserves the right to revoke the Clinic’s access to the 

CCPP if AHS becomes aware that the information provided in this Self-Assessment is 
inaccurate, false or misleading as otherwise stated in this Certification. 

 
5. I agree and acknowledge that AHS has the right at any time following execution of the Self-

Assessment and the access agreements by the other Custodian(s) at the Clinic, and upon 
reasonable notice by AHS, to inspect and audit the Clinic’s clinical systems, equipment and 
facilities to ensure continued compliance with the requirements of this Self-Assessment 
and the access agreements.  

 
6. I agree and acknowledge that continued access to the CCPP by users at the Clinic is 

subject to any additional conditions specified by AHS from time-to-time and that these 
additional conditions must be fulfilled to the satisfaction of AHS within the time frames 
required by AHS, otherwise access to the CCPP by users at the Clinic may be terminated. 

 
Executed by the undersigned Lead Custodian at the location and on the date stated below. 
 
 
Clinic Name  

Clinic Address  

Lead Custodian (Print Name)   

Signature  

Date  

 
Please submit the completed and signed document to connectcare.providerbridge@ahs.ca 
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!�X�WX©� !]\�
�\̂	���[	a�	��Z���d̂����	[�]\[�]���Z���Z������Z]���Z�������Z�]���	����Z���̀��Z]	���]bZ�[	��Z]X�!]������	���Zb�	���d̂����\�	[�]\[�]��Z���Z������Z]e��
��[	f�����	�Z]	�����bbZ�����Z��Z]b��[�����	��̂�	�a�Zb������
�����Z�\�������������
�]_�������_����Z����������Z��\����]���Z�[	f��	[�]\[�]����Z��
�����Z�\�X�ªJ� 1OT«¬VUQKL��XY� �
��̀�Z̀���	�����d̂���\��Z��Z[̀ �a����������!]bZ$	������	
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	Approach:
	Validation and Review:
	Suspension or Termination of Access:  AHS reserves the right to terminate or suspend access immediately to CCPP in any or all of the following circumstances:
	 A breach of the CCPP Access Agreement
	 A breach of privacy legislation
	 If incorrect or misleading information was provided in the Self-Assessment or any other documentation required by AHS
	Termination or suspension may apply to an entire Clinic or specific user depending on the specific circumstance.  In the case of a breach caused by users at a Clinic that had adequate controls in place, AHS will assess any required improvements to the...
	Scored Requirements:
	Each question in the following six sections is scored individually with either a yes or no as a response. Please note that a response of “no” to any question means that the Clinic is not CCPP ready and the Lead Custodian should not submit the Self-Ass...
	Note – If a Clinic has begun implementation of the control or has implemented the control with known gaps, the response is still ‘no’.  The Clinic is required to address the gap and implement the control fully before submitting the Self-Assessment.
	The Lead Custodian is certifying if the Clinic achieves the intended control based on their knowledge of the people, processes, and technology in place at their Clinic.
	Scoring Guidelines:
	Section 1

	The Lead Custodian confirms, certifies and asserts on behalf of the Clinic and for the purposes of all of the work environments in which health services are provided (including remote access) that:
	Section 2

	The Clinic has developed and implemented a plan to promote and protect AHS principles around the protection and use of Health Information individually and with those in its employ or under contract for services, including:
	Section 3:
	Section 4:
	Section 5:
	Section 6:


